Schools and cyberattacks:

Key stats that boards need to know

Number of ransomware attacksisrising

Almost double the school districts
hit by ransomware in 2022 vs 20212

500,000 students

1,300 schools

The most prominent attack of 2022,
inthe Los Angeles Unified School District,
the second largest districtinthe U.S.3

Costs of ransomware attacks are huge

$ 3.5 Billion

Cost of 67 ransomware
attacks across 1,000
schoolsin20214
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Cost of paying aransoms®

$ 375,311

$ 887,360

Impacts of cyberattacks on school operations
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Establish a sound cybersecurity framework

Hit by ransomware in 20217

of K-12
schools

of higher education
organizations

“Staying ahead of [cyberrisk]
really comes down to you as a
board member knowing the
right questions to ask.”

Brian Stafford,
President and CEOQO, Diligent

Consequences are

significant and costly

« Having to close schools

« Disruptioninlearning and teaching
 Taxpayer funds beingused torecover data
« |[dentity theft

« Exposure of sensitive student data

Governance technology helps boards protect sensitive student and school data, as well as

prevent, mitigate, andrespond to cybersecurity threats.

Governance technology bringsina
sound cybersecurity framework

Alongside using governance
technology, school boards should

that provides:

(= Controlstolimit 3rd party access |
2 User-based permissions to protect 2
@ sensitive information

xxx  Robustdataencryptionto secure 3
- board documents

@t The tools to enable new board members 4

to getup to speed quickly on
cybersecurity policies

Conduct regular security audits and
training on cybersecurity

Follow good practice in data management

Have an emergency preparedness plan

Have a clear vision of who-does-what
afterabreach

See how Diligent Community can help strengthen your
schoolboard’s cyberresilience. Request a demo today.

diligent.com/community | community@diligent.com
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