. Diligent

Your trusted partner that puts security first.

Only Diligent is uniquely positioned to offer its clients the highest level of assurance around
security measures. With ongoing investment and dedication to security technology, resources
and infrastructure that no other provider can match, Diligent clients gain a strategic partner
that truly puts security first.

External SSO for Diligent’s Solutions

In direct response to feedback from clients, Diligent is pleased to now offer External SSO for added security when authenticating
user access to Diligent’s solutions using the identities that are already exist in your corporate environment. With External SSO,

IT teams can seamlessly control the access management of the Diligent platform.

. Leverage a company email address or their corporate username to log into the Diligent platform

- Password & authentication process in line with the company’s IT policy

. Supports SAML 2.0 providers Azure AD, ADFS and Okta

. Products supported include Diligent Boards, Minutes, D&O and Evaluations

Security Product Highlights Service Hosting

+  External Single Sign-on Diligent owned infrastructure within Canada, United

«  Device Authorisation States, United Kingdom, Germany, and Australia. Backup
. Biometric Support data centers for each geographic region.

2 S RIS Security Documents Available Upon NDA

- Diligent ISO 27001/ 27017 / 27018 Certification
. 2020 HIPAA Report

2020 Type 2 SOC 1 - Report

2020 Type 2 SOC 2 — Report

+  Role-Based Access Control
«  Penetration Tests

. Data Leakage Protection

- Code Obfuscation

@ Security Certifications
- ISO 27001:2013
- ISO 27017:2015
. 1SO 27018:2019

“At Diligent security is of the utmost importance.
While designing our modern governance solutions,

+ SOCA security is built in at all levels. We continually

.+ SOC-2 increase our investment in security year over year to
5 HIPAA / HITECH (AT 101) ensure our products meet the most stringent security
. TrustArc requirements from our customers.”

Henry Jiang, CISO
Diligent Corporation
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